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Abstract: 
The Center of Excellence in Cyber Security at Norfolk State University, in collaboration with Old Dominion 
University and Air Force Research Lab/Rome, is developing a cloud-enabled, big-data- analytics-capable 
Cyber Analysis, Simulation and Experimentation Environment (CASE-V) for enhancing situational 
awareness and decision support for cyber defense and cyber training, especially for countering future 
advanced threats.  In this talk, we will first present an overview of the research program, research 
thrusts, and research activities currently underway at the Center. We will then discuss in more detail the 
design and implementation of the foundational cloud computing and big data analytic platforms, and 
the application-level capabilities such as malware classification using machine learning techniques, 
learning and experimentation environments for advanced persistent threats, simulated attacker, etc. 
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