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PROBLEM Al - MATH

Solve the 2™ order inhomogeneous differential equation for y as a function of x. We know that
v'(0)=1 and y(0)=2.

Y+ 2y +y=3x"



PROBLEM A2 - MATH

Consider a surface of revolution generated by rotating a curve y = f(x) about the r-axis, for
a < x < b. Show that the surface area is given by

b
A= 2?:] dz f(x)y/1+ f2(x)

Now consider the curve y = %, for 1 < x < 2. Prove that the area

A =2nin2



PROBLEM A3 - MATH

Linear Algebra

Let 4 be a real-valued matrix with dimensions m X n and linearly independent
columns, and consider the linear system of equations Ax = b, where b € R™ 13 a grven

vector.
1. Assuming that the system has no solutions, that 1s. there exists no vector x € R"

such that Ax = b, explain how the “least squares™ solution X 15 found and
determine the expression of X

2. Write the expression of the projection matrix P, onto the subspace defined by the
matrix A and show that (P;)}* = P, for any integer k = 2.

Note: For full credit formal proofs using a sequence of logical reasoning steps are expected.



PROBLEM A4 - MATH

Probability

A stick of length 1 is broken at an arbitrary point, and the left piece, say [, is
selected. The piece [1 is then broken at an arbitrary point, and now the left
piece [z is selected.

(a) What is the density function for the length of 27

(b) Compute the expected value of the length of [2.



PROBLEM B1 - CIRCUITS AND ELECTRONICS

Conzider the following circuit with 2 sinusoidzl current source.

a) (3 points) Use phasor analyzis to find the Thevemn equivalent seen by the current
source termmals.

b) (5 pomnts) If i {f)=cos{10f) A determine the steady state expression for the
voltage v, (7). Is the voltage waveform leading or lagging the mput current
waveform?



PROBLEM B2 — CIRCUITS AND ELECTRONICS

The switch in the circuit has been closed for a long time. At time ¢ = 0, the swatch 15 opened.

2) Find V(s).
b) Find vo(t) fort = 0.
¢) FindI(s).

d) Find iq(t) fort = 0.
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PROBLEM B3 - CIRCUITS AND ELECTRONICS

Electronics

The MOSFET in the below circuit has V=1V, K'(W/L)=1mA/NV2,
(a) Find Ip
(b) Find the values of gy,

(c) Draw a complete small signal model for the amplifier (neglect early voltage)

(d) Calculate the voltage gains (vs/v;) and (va/vi)

Vop=10V

A

: Rd=6kQ

Fr ey
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Rs=6k0
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PROBLEM C1 - SYSTEMS, SIGNALS AND IMAGE PROCESSING

Digital Imaging

a. Explain Histogram Equalization.

b. Given the following 3x3 image | (grey image), you need to conduct Histogram Equalization on it
and show each step to get the result.

J(r,c,b)= 255-R[1(r,c,b)+1].

Hint: , Where P is the cumulative distribution function (CDF) of
image, I.

100 11 11

100 255 11

50 50 11

Intensity Values for 3x3 Image, |



PROBLEM C2 - SYSTEMS, SIGNALS AND IMAGE PROCESSING

Consider a LTI system described by the following difference equation:

y[n] - Sy[n-1] + 6 y[n-2] = x[n]

a) Determine the system function H[z] for the system. (2 points)
b) Find the impulse response h[n] for the system. (2 points)

c) Isthe system stable? Justify it. (2 points)

d) Isthe system causal? Justify it (2 points)

e) Determine the zero-state response for input x[n] = (1/5)"u[n]. (2 points)



PROBLEM C3 - SYSTEMS, SIGNALS AND IMAGE PROCESSING

a) We are using N-point DFT to compute linear convolution for two sequences x[n] and h[n], where the
length of x[n] is 8 and the length of h[n] is 9. What is the minimum value for N that can avoid time
aliasing? (3 points)

b) Two finite length signals, x:[n] and xz[n] are given as:
x1[n] = u[n] — u[n-6]
x2[n] = u[n] — u[n-3]
Let x3[n] be the 7-point circular convolution of x1[n] and xz[n], determine x3[n]. (7 points)



PROBLEM C4 - SYSTEMS, SIGNALS AND IMAGE PROCESSING

Control Systems

The heading control of bi-wing Stearman aircraft 1s represented by the block diagram mn

Figure C2.1.
n

Wind
Disturbance
D{s)
' 1
- | - . - Idﬂ]-m ' U‘T';s}
] / | LN
-+ l-] o " T+ 10 Aircraft

= - Dynamics
Ris) Compensator Engine

Figure C1.1. Block dizzram of heading conirol in Steamman bi-wing aircraft

Conzsider the following control specifications:

Percent Overshoot 0O 12%

Seftling Time O0.% zec.
The specifications need to be met when E(s) 13 2 unit step input and there 1z no wind
disturbance. Design a lead controller with a pele at s = -60 and a zero at 5 =-10, that 13,
the lead compensator 15 of the form Ge(s) = Ke (5+10)/(5+60). The root locus for Ke =0
1z grven m Figure C2.2.

a) Denve the range of values of Kc so that all the dezign specifications are met.
Explam.

b) Select a value of Ke from the range determimed m part (a) that gives the
smallest steady state error to unit steps in r(t) and wind disturbance, d{t). What
15 this error?

c) For this value of Kc, approximately what are the gain and phase margins? Are
the margins better than when Kc=1 (zee Figure C2.3)? Explamn why or why
not. INCLUDE ALL YOUR WOEK IN YOUR SOLUTIONS BOOKLET.

Continued on next page
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Figure C1.1. Root locns for closed-loop poles with a lead compensator.

Continued on next page
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PROBLEM C5 - SYSTEMS, SIGNALS AND IMAGE PROCESSING

Communications Problem:

1. Define signal multiplexing and explain what 1s the difference between frequency
division multiplexing (FDM) and time division multiplexing (TDM). Which of
these two multiplexing methods cannot be used with analog signals? Explain why.

2. Explain what quadrature-carrier multiplexing 1s and how 1t works by sketching
block diagrams of the corresponding transmitter and recerver, writing the
expression of multiplexed transmitted signal. and showing how the distinct
signals are separated at the recerver.

For full credit the explanations should be given in full sentences with sufficient details,
and should include all supporting arguments.



PROBLEM C6 - SYSTEMS, SIGNALS AND IMAGE PROCESSING

Communications Networks

1. (5 pts) Consider a signal transmitted over a 50KHz channel. If the SNR is 30 dB, what is the
maximum achievable rate?

2. (5 pts) Please derive the optimal throughput of pure ALOHA.



PROBLEM D1 - PHYSICAL ELECTRONICS |

Electromagnetics

The magnetic field outside a long straight wire carryving a steady current [ 1s

B = ‘H_{'i iy
2mwr
The electric field 1inside the wire 15 uniform:
E I &
= X
mala

oY

Calculate the electric field outside the wire?



PROBLEM D2 - PHYSICAL ELECTRONICS |

Electrostatics

A square loop of side length a in free space carriers a steady current of intensity I Calculate the

expression for the magnetic flux density vector at the loop center.

I
'_



PROBLEM D3 - PHYSICAL ELECTRONICS |

Optical Fiber Communications

A small bug is embedded at the middle of a rectangular block of amber (€r= 1.55). The top

surface of the amber block is a sguare 5 cm by 5 cm and the height is 2.5 cm. Is it possible to
cover the top surface of the block so that the bug will not be seen at any viewing angle from the

top? If yes, find the shape and the minimum area to cover. Neglect multiple internal reflections.



PROBLEM E1 - PHYSICAL ELECTRONICS 11

Consider a long n-channel MOSFEET characterized by the following technical
parameters:

N* polv5i gate (with work function @ = ys = 4.04 eV);
gate oxide thickness dox = 15 nm,
uniform doping Na=101" em™ ; length L = 1.0 pm, width Z = 10.0 pm,
at abias givenby Ve=2.5V, and Vps = 1.0V, plus back-bias Ves=0V.
Use pe = 500 cm?/ V-s.
a) Calculate the oxide capacitance Cyy and the factor K = (2 q Na' 3/ Cox
b) Calculate the surface potential P,
c) Calculate the flatband voltage Vg
d) Calculate the threshold voltage Vr

e) Calculate the sheet charge density Qi (x=0) at the source end of the channel
at the indicated bias.

f) Calculate the sheet charge density Qi (x=L) at the drain end of the channel at

the indicated bias. Determune if this MOSFET is actually biased in the linear
regime or the saturation regime.

g) Calculate the drain current Ip

If the same MOSFET is now biased with Ve =25V and Vs =4 V.
the transistor 15 now biased in the saturation regime.

a) Calculate the saturation drain current Insat



PROBLEM E2 - PHYSICAL ELECTRONICS II

Physical electromics

1. Using an energy-momentum diagram, explam the difference between a direct
band gap semiconducter and mdirect band gap semuconductor

2. A Silicon sample at 300K contains an acceptor impunty concentration of Na =
10'* cm. Determine the concentration of donor impunty atoms that must be
added so that the silicon 15 n-type and the Fermm energy 15 0.20 eV below the
conduction band edge.

3. Find the electron and hole concentration, mobibhes and resistivity of Silicon
samples at 300K, for each of the followmng mpunty concentrabions.

a) 1.5 = 10" Boron atoms/cm?

b) 5= 10!7 Boron atoms/cm?® and 2 * 10'7 Arsenic atoms/em?

Equations and data
2000 50
HT 1000 a0
o= 00
& 110
2 m 15 =
2 100 1, =
- 50 | =
EE =
20 I | | | l ]
- -EE;-EFJ'] _ (Er E,)
n=N_exp [ — T pr=N_axp [T]
-Eg _ (E.+E,) kT I N,
np=n?= NN [ ] E. = + n
g P fi 2 2 N

o

Silicon (300 K): Ne= 2.86 10" cm?; Ny = 2.66 10" cm™ ; m; = 9.65 10°

cm™

mp =1 me; mg = 0.19 mp; me=091 10" kg: k=138 102 JK:q=1.6
10°¥ C

J=lu+], = qnp, +qpu,)é. o =qlny, +pu,)



PROBLEM E3 - PHYSICAL ELECTRONICS |1

{2) (5 points) Consider a homogeneous plasma where the electrons are generated only by
electron collisional 1onization and lost only by electron-1on recombmation. Write an equation for
the steady-state electron density n..

(k) (3 pomntz) If the 1omization 1z suddenly tumed off, how long does 1t take until the plasma
decays to 0.1 n.?

Assume that the lonization rate coefficient is ki = 10+ cm’ 5, the recombination rate coefficient
12k, =10"cm’ 5, and the gas density is By = 10" e



PROBLEM F1 - COMPUTER SYSTEMS

Microprocessors

You may used the assembly code listed on the next page or any assembly code for an alternate
processor you are familiar with to solve this problem. If you use an alternate processor,
please indicate which you are using.

1. (3 points) A real time system guarantees that required tasks complete within a designated
time interval. If, due to unforseen circumstances, the task is not completed. some sort of
recovery action is required. Describe with original simple code example, how this can be
managed if the designated time interval is 1ps. You may assume you have programmable
timers available.

2. (5 points) You are implementing an embedded system that can read several 16-bit inputs
using memory mapped I/O. Each time you read from the input’s designated memory location,
you receive a new value. Upon reading the value, you need to confirm it is consistent
with previous inputs. If the difference between successive values exceeds 25%, discard that
value and continue on to the next. Give the assembly code that will accomplish this.

3. (2 points) Assuming you have 1us available to process inputs, given your answer to Part 2,
assuming the worst case, how many inputs can you process during this interval. Assume
your clock frequency is 1GHz and all instructions complete in exactly 5 clock cycles.

Continued on next page
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PROBLEM F2 - COMPUTER SYSTEMS

Digital Systems

Devise a clocked sequential state machine with one input and two outputs. The input is a 4 bit
BCD value, input serially least significant bit to most significant bit on X. The two outputs are ¥
and Z. Output ¥ outputs the excess-3 encoded version of the input, again least significant bit first.
The output Z is the overflow. If the excess-3 encoder attempts to encode a value greater than 9, it
must report the error by turning on Z.

Here are a couple of input/output examples. Note that all values on X and Y are orientated least
significant bit first.

Example 1 | Example 2 | Example 3 | Example 4 | Example 5 | Example 6
X=1111 X=0000 X=1000 X=0001 X=1001 X=0101
Y=0100 Y=1100 Y=0010 Y=1101 Y=0011 Y=1011
Z=0001 Z=0000 Z=0000 Z=0000 Z=0000 Z=0001

include an encoded state assignment in your solution.

tions for the next state and outputs.

a ROM based controller.

1. (4 points) Give the State Machine (SM) Chart that satisfies the problem description. Please

2. (4 points) Provide the State Machine (SM) Table for the SM Chart, and give the logic equa-

3. (2 points) Provide all hardware resources necessary to implement the excess-3 encoder using




PROBLEM F3 - COMPUTER SYSTEMS

Computer Architecture

Draw a pipeline diagram based on basic 5-stage pipeline to trace the execution of the following
instructions. Show any forwarding paths or stalls.

ADD $t0, $t1, $t2
SUBI $to, $to, 8
LW  St3, 0($to)
ADD St4, $t3, $t3



PROBLEM F4 - COMPUTER SYSTEMS

Computer Algorithms

1. (2 points) Solve the recurrence T'(n) = 4T (n/3) + O(n).

2. (5 points) Given an undirected graph, you want to determine whether the graph is a tree.
Using depth-first search, give the pseudocode for an algorithm to determine whether the
undirected graph is a tree.

3. (3 points) For the previous problem, What is the worst case time and space complexity for
your algorithm?



PROBLEM F5- COMPUTER SYSTEMS

Data Structure

Consider the following pseudocode algorithm for evaluating a postfix
EXpPression:

for (each character ch in a string){
if (ch is an operand){
push value of ch onto stack
}
else{ // ch is an operator named op
operand2 = pop top of stack;
operandl = pop top of stack;
result = operandl op operandZ;
push result onto stack;
} // end else
} // end for
The value 1s the top of the stack

Evaluate the following posthx expression using the algorithm above,
assuming the variable values a =7, =3,c =12,d = —5.e = 1. Show
the status of the stack at each step of the algorithm.

ab+c-de*+

In here, * is the multiplication sign



PROBLEM F6 - COMPUTER SYSTEMS
Logic Design

A circuit accepts a 4-bat (A, B, C and D) decimal (0-9) numbers such that:
F =1 iff the number 15 in decimal range ( 0 = x = 9 and is divisible by 3.
F = 0 elsewhere for the decimal numbers. Remember 0 1s not an odd number.

F = d for numbers outside the decimal numbers range. (d = don’t care)

(a) (4 pts) Using K-map give the mimmal Sum-of-Product (SOP) form.

w 00 01 11 10
ch

00

01

11

10)

(b) (3 pts) Draw the minimized SOP of I in part (a) using “NAND™ and “NOT™ (INV) gates.

(c) (3 pts) Give the longest path delay and the shortest path delay of the circuit in part b using the
gates information in the table

Max delay Min delay

MNOT 15 10k

2input NAND 20 15
J-mput NAND 30 25
Ziinput NOR 30 25
I-input NOR 45 35
Z-input ANID 30 15
Jinput AND 40 30
2 input OR 40 30
Jeinput OR 55 45

J-inpur XOR 60 40




PROBLEM G1 - CYBERSECURITY

1. Consider sender 2 in Figure below,
a] What is the sender's output to the channel if the sender's 2 CDMA code were

(1,-1.1,-1,1,-1,1, -1) (before it is added to the signal from sender 1), Z;,7

b) Suppose that the receiver in the Figure wanted to receive the data being sent
by sender 2. Show [by calculation] that the receiver is indeed able to recover

sender 2's data from the aggregate channel signal by using sender 2's code
given in part a.

Senders

Data bits dy m -1 2! wd-c)

. 1111 F 11 F Chiannel, i':m
j] 11 j 1111 H aE H H
2

Data bits di=1 da=1

1|1
{ndei_l 1 T v (v Ef,.-d,‘-ti
lj =1 -1 =1

Receiver 1

2 2
2 d 1
d-| = -1
Time slot 1 Time slot 0
received input | received Inpurt

[




PROBLEM G2 - CYBERSECURITY

Cyber Defense Fundamentals

1. (5 pts) Assume one year has 365 days. What is the probability that among four people, at least two
have the same birthday?

2. (5 pts) What are the important properties that a hash function should have?



PROBLEM G3 - CYBERSECURITY

Cyber Physical System Security

1. (5 pts) Give two approaches for authentication and discuss at least one problem for each approach.

2. (5 pts) Why is the WEP protocol for wireless network security easy to be cracked? Give at least
two reasons.



PROBLEM G4 - CYBERSECURITY

Problem 1 - [Format String Vulnerability)
int main(int argc, char *argv[])

i

char user_input[100];

scanf(“%s", user_input); /* Getting a string from user =/
printf{user_input); /* Potential Vulnerability */

return O;

}

For the above code, let us assume that the user_input was “\w11\x01\xB4 k08 %x % Hx %x
Tas".

1} Provide the stack layout after the user_input was provided.
2] Explain how printf function will process the user_input.

Problem 2 — (Race Condition)

ginclude <3tdio.h>
ginclude <unistd.h>
int maini(}

{

char #* fn = "/tnp/XYZ":
char ouffer[e0]:

FILE #*fp:

% get uzer input */
scani ("%50s", buffer ):
if({laccess(fn, W_DK))

{
fp = fopeni(fn, "a+"):
fwrite("\n", =izeofchar), 1, froi:
Ifwrite{buffer, sizecf(char), atrlen({buiffer), Ifp):
fclose (fp);
1
glse printf("No permission sn");
!

1. Explain the race condition vulnerability in the above program. Provide an example how
the vulnerability can be exploited.
2. Explain how you would fix the vulnerability.



PROBLEM G5 - CYBERSECURITY

A. Define Security and Privacy in cyber-physical systems. Why they are now front and center for
system designers? (4 points)

B. Medical devices are increasingly software-controlled, personalized, and networked. An example of
such a device is a blood glucose meter, used by doctors and patients to monitor a patient’s blood
glucose level. Consider a hypothetical glucose meter that can take a reading of a patient’s glucose
level, show it on the device’s display, and transmit it over the network to the patient’s hospital. The
code is a highly-abstracted version of the software that might perform these tasks.
int patient_id; // initialized to the patient’s unique identifier.
void take reading () {
float reading = read_from_sensor () ;
display(reading) ;

send (network_socket, hospital_server, reading, patient_id) ;

return;

The function take reading records a single blood glucose reading and stores it in a floating- point
variable reading. It then writes this value, suitably formatted, to the device’s display. Finally, it
transmits the value along with the patient’s ID without any encryption over the network to the
hospital server for analysis by the patient’s doctor.

a. Does this program preserve privacy of the patient’s information? (3 pts)

b. The flow of information from reading to network_socket, which one is visible to the
attacker? (3 pts)



