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In order to access your ODU computer using Remote Desktop, your remote
computer needs to be connected to the campus VPN.

VPN Access

1. Request a VPN account through MIDAS. (More information about account
requests here.)

2. Enrollin the Remote User Security Training course. (More information here.)
3. Take and pass the Remote User Security Training course in Blackboard.
4. Download and install the VPN client on your remote computer. (More infor-

mation here.)

Remote Desktop Access

1. With your supervisor’s permission, submit a request for Remote Desktop
access at ITS Help Online. Include your supervisor’s name in the description
field.

2. Your TSP will set up your office workstation to allow remote desktop con-
nections.

3. Find your office computer’s name. Type Computer Name in the search bar
(next to the Windows button in the bottom left corner of the screen).

H £ computer name n

4. Make a note of the Device name found under Device specifications.

@ Virus & Threat Protection

System
© Firewall & Network Protection
L] Display o App & browser control
@ Account protection
)  Sound
@ Device security
L]
InfOrmeIOn L1 Notifications & actions See details in Windows Security
Tec h nology 2 Focus assist
L]
Services ,
© FesatdEs Device specifications
www.odu.edu/its O Battery Device name  1TSDO9E
J (757) 683-3192 Processor ntel(R) Core(TM) i5-8350U CPU @ 1.70GHz  1.90 GHz
= Storage Installed RAM 16.0 GB (15.9 GB usable)
A F
i itshelp@odu.edu Device ID 49C94678-5451-4DF D-A384-2DCECDAT63CF
[8 Tablet mode Product ID 00329-00000-00003-AA187

i 1100 Monarch Hall
B oduits ¥ odu_its

System type 64-bit operating system, x64-based processor

i

Multitasking

Pen and touch  No pen or touch input is available for this display



https://www.odu.edu/content/dam/odu/offices/occs/docs/midas-account-request.pdf
http://odu.edu/content/dam/odu/offices/occs/docs/procedures/odu-campus-vpn-access-procedure.pdf
https://www.odu.edu/ts/software-services/vpnclient
https://oduprod.service-now.com/sp?id=sc_cat_item&sys_id=9fab39e2d7532100a9ad1e173e24d484
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Using Remote Desktop

1. From the remote computer, connect to the VPN. (More information here.)

2. Type Remote Desktop Connection in the search bar (next to the Windows
button in the bottom left corner of the screen).

H £ Remote Desktop Connection n

3. Type in the name of your office computer in the Computer field, and click
Connect.

| Remote Desktop
~»¢ Connection

@[ |Examp|e: computer.fabrikam.com D

Username:  MNone specmed

The computer name field is blank. Enter a full remote computer
name.

@ Show Options | Connect ‘ ‘ Help ‘

4. If you see a warning that the remote computer cannot be verified, check the
box next to Don’t ask me again..., and click Yes.

The remote computer could not be authenticated due to problems with its
security certificate. It may be unsafe to proceed.

Certificate name
|, Namein the certificate from the remote computer:

Certificate errors

The following errors were encountered while validating the remote
computer's certificate:

/L The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate errors?

@on‘t ask me again for connections to this computer

‘ View certificate ( Yes ) Mo



https://www.odu.edu/ts/software-services/vpnclient
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UNIVERSITY 5. Enter your MIDAS credentials (the ones you use to log into your work com-
puter), with odunet\ in front of your username, as shown. Click OK.

Windows. Secunty i
Enter your credentials

These credentials will e used to connect to iciche ts.oduedu.

’ndmetﬁ. .

Passwaid |

Domain: odunet

[[] Remember me

bore choices
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Ending a Remote Desktop Session
When you are finished working, you have two options:

« Sign out. Your desktop applications and files will close, and you will see the
login screen the next time you sit down to your computer. Click the Start
button, look for the avatar icon, and click Sign out.

Change account settings

Lock

Sign out

- Viviware

« Disconnect. Your applications will continue to run and files will stay open.
When you return to the office or establish another remote connection, you
can continue working from where you left off. Click the Start button, look
for the power icon, and click Disconnect.

Disconnect
Shut down

Restart

Once you are disconnected from the remote session, disconnect your VPN.

Remote Desktop +

VPN Client
(Windows 10)

page 4



M

OLD DOMINION

S Advanced Features of Remote Desktop
The Remote Computer is the computer you are connecting to through Remote
Desktop. The Home Computer is the computer you are connecting from.

From the Remote Desktop startup screen on your Home Computer, click Show
Options.

% Remote Desktop Connection — .

Remote Desktop
_ Connection

Computer: | computemame e

Username: Mone specified

You wil be asked for credentials when you connect.

I@%nwﬂpﬁnns | Connect || Help |

The most common advanced features are under the Local Resources tab.

% Remote Desktop Connection — Pt

Remote Desktop
: Connection

General Display Local Resources  Experience  Advanced

Remaote audio
Configure remote audio settings.

| Settings.. |

Keyboard
Apply Windows key combinations:

| Only when using the full screen e
Example: ALT+=TAB

Local devices and resources
Choose the devices and resources that you want to use in

ﬂ_g your remote session.

[+] Printers [+] Clipboard
Remote Desktop + | |
VPN Client _
(Windows 10) (+) Hide Options Comect | | Hep |
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Click the Remote audio Settings button.

Remaote audio
Configure remote audio settings.

| Settings... |

Select where you want the sound from your Remote Computer to play: on your
Home Computer, nowhere, or only on your Remote Computer. Click OK.

%} Remote Desktop Connection >

Remote Desktop
<) Connection

Remote audio playback
(®) Play on this computer
(O Do not play
{_J Play on remote computer
Remote audio recording
(") Record from thiz computer
(®) Do not record

OK || Cancel
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Local devices and resources (printers and drives)
Check the box next to Printers so your home printer appears as an option
when you print from the Remote Computer.

Check the box next to Clipboard so that things you copy on your Home Com-
puter (using “Ctrl+C” or the “Copy” menu option) can be pasted into documents
on your Remote Computer.

Click the More button for more options.

Local devices and resources

. /  Choose the devices and resources that you want to use in
I your remote session.

[+] Printers [+] Clipboard

e |

Here you can choose to use your Home Computer’s camera to record to your
Remote Computer, or make your Home Computer’s files available to work with
on your Remote Computer. You can also work with any peripherals you have
plugged into your Home Computer, like scanners or drawing tablets.

% Remote Desktop Connection Pt

Remote Desktop
Connection

Local devices and resources

Choose the devices and resounces an this computer that you want to
use in your remote session.

[+] Smart cards or Windows Hello for Business
[ |Ports

[ ] Drives

[ ]Video capture devices

[ ]Cther supported Plug and Play (PnP) devices

OK || Cancel
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Once you have your settings just right, save them as an RDP file to your Home

Computer’s desktop or documents folder.

1. Go to the General tab and click the Save As... button.

% Remote Desktop Connection - pd

| Remote Desktop
~»¢ Connection

General Display Local Resources Experience Advanced

Logon settings

Enter the name ofthe remote computer.

Computer: |compu‘ter V|

Username: ‘ODUNET\user |

Youwill be asked for credentials when you connect.

DAIIOW me to save credentials

Connection settings

Save the current connection settings to an RDP file or open a
l saved connection.
‘ Save ‘ ‘ Save As... ‘ ‘ Open... ‘
(4 Hide Options | Commect | Help

2. Give your connection file a name, and choose where to save it.

3. For future connections, just double click the RDP file (wherever you've
saved it) to connect immediately with your saved settings.

Note: We do not advise that you click the “Allow me to save credentials” checkbox.
Future password changes will render your settings and RDP file unusable.
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